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In today's data-driven world, the Personal Data Protection Act (PDPA) of Singapore
stands as a crucial regulatory framework designed to safeguard personal data. As
businesses increasingly rely on digital interactions, understanding and adhering to
the obligations under the PDPA is not just a legal requirement but a cornerstone of
ethical business practices. This article delves into the 11 primary obligations that
organisations must comply with under the PDPA to maintain trust and ensure the
responsible handling of personal data.

Introduction to the PDPA

The PDPA serves as Singapore's cornerstone data protection legislation, balancing
the need for organisations to use personal data for legitimate purposes while
protecting individuals' privacy. In an era where data breaches and privacy concerns
are prevalent, compliance with the PDPA is essential for building and maintaining
trust with clients and customers. Organisations must navigate these obligations
carefully, ensuring that personal data is managed with integrity and transparency.
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1. Consent Obligation

At the heart of the PDPA lies the Consent
Obligation. Organisations must obtain
explicit, informed  consent  from
individuals before collecting, using, or
disclosing their personal data. This
consent must be given voluntarily, with
a clear understanding of how the data
will be used. Businesses cannot rely on
ambiguous language, pre-ticked boxes,
or hidden terms—transparency is
paramount. Individuals must be fully
aware of what they are agreeing to,
ensuring that consent is both informed
and voluntary.

2. Purpose Limitation Obligation

Closely tied to the Consent Obligation is
the Purpose Limitation Obligation. Under
this mandate, organisations are only
permitted to collect, use, or disclose
personal data for purposes that a
reasonable person would deem
appropriate under the given
circumstances. This obligation ensures
that personal data is used respectfully
and only for clearly defined, legitimate
purposes. Broad or vague statements
about data use are insufficient;
organisations must provide specific,
detailed explanations to avoid any
misunderstanding.

3. Notification Obligation

The Notification Obligation
complements the Consent Obligation
by requiring organisations to inform

individuals about the purposes for
which their personal data is being
collected, used, or disclosed.
Transparency is key — individuals
should never be left guessing about
how their data is being handled.
Organisations can fulfill this obligation
through various methods, such as
privacy policies, consent forms, or direct
communication. Should the purposes
for data usage change, organisations
must notify individuals and seek new
consent.

4. Access and Correction Obligation

The Access and Correction Obligation
grants individuals the right to access
their personal data held by an
organisation and to correct any
inaccuracies. This obligation is crucial
for maintaining trust and ensuring that
the data an organisation holds is

accurate and up-to-date. Clear
procedures must be in place for
handling access and correction

requests, including identity verification,
timely responses, and prompt
corrections. This process helps prevent
errors and ensures that personal data
remains reliable.

5. Accuracy Obligation

Under the Accuracy Obligation,
organisations are required to make
reasonable efforts to ensure that the
personal data they collect, use, or
disclose is accurate and complete.
Inaccurate data can lead to significant
issues, including miscommunication,
incorrect decisions, and potential legal



liabilities. Organisations should conduct
regular data audits, update data
management systems, and encourage
individuals to  provide  accurate
information. Cross-checking data from
multiple sources can further ensure its
validity.

6. Protection Obligation

The Protection Obligation mandates
that organisations implement
appropriate  security measures to
safeguard personal data in their
possession or control. In an age where
data  breaches are increasingly
common, this obligation is critical.
Security measures should be tailored to
the nature of the data and the potential
risks involved. Encryption, access
controls, regular security assessments,
and employee training are essential
components of a robust data protection
strategy. Staying vigilant and adapting
to evolving threats is vital for
maintaining data security.

7. Retention Limitation Obligation

The Retention Limitation Obligation
requires  organisations to cease
retaining personal data once it is no
longer necessary for legal or business
purposes. Holding onto data longer than
necessary increases the risk of it being
accessed, used, or disclosed
inappropriately. To comply with this
obligation, organisations should
establish a clear data retention policy
that outlines how long different types of
personal data will be retained and the
procedures for securely disposing of

data once the retention period has
expired. Regular reviews and updates to
this policy are essential.

8. Transfer Limitation Obligation

The Transfer Limitation Obligation
governs the transfer of personal data
outside Singapore. Organisations must
ensure that the recipient country offers
a comparable level of data protection or
that the individual has consented to the
transfer. Compliance can be achieved
through  binding corporate rules,
standard  contractual clauses, or
obtaining explicit consent from the data
subject. It is crucial to carefully assess
the risks involved in cross-border data
transfers and document compliance
measures to meet the PDPA's
requirements.

9. Openness Obligation

The Openness Obligation emphasizes
the importance of transparency in how
organisations handle personal data.
Organisations must be open about their
data protection policies, practices, and
procedures, making this information
readily  available  to individuals.
Transparency builds  trust, and
organisations should ensure that their
privacy policies are easily accessible,
written in clear language, and regularly
updated. Keeping the public informed
about any changes to data handling
practices is not just good practice; it is
essential for maintaining trust.



10. Accountability Obligation

The Accountability Obligation is one of
the most critical aspects of the PDPA.
Organisations must take responsibility
for their data protection practices,
ensuring they have robust processes in
place to comply with the PDPA.
Accountability goes beyond mere
compliance—it involves embedding
data protection into the organisation’s
culture. This includes appointing a Data
Protection Officer (DPO), conducting
regular data protection training for
employees, and performing periodic
audits of data protection practices.
Documenting these efforts is crucial for
demonstrating compliance and
continually improving data protection
measures.

11. Data Breach Notification

Obligation

Finally, the Data Breach Notification
Obligation requires organisations to
notify the Personal Data Protection
Commission (PDPC) and affected
individuals in the event of a data breach
that results in, or is likely to result in,
significant harm. In such situations,
organisations must act swiftly to contain
the breach, assess its impact, and notify
the relevant parties as soon as possible.
Providing details of the breach and the
steps being taken to address it is
essential for  transparency and
minimizing harm. Reviewing data
protection practices post-breach is
critical to preventing future incidents.

The 11 main obligations under the
PDPA are more than just legal
requirements—they form the
foundation of ethical and
responsible data management.
By adhering to these obligations,
organisations not only comply
with the law but also build trust
with their customers, protect their
reputation, and reduce the risk of
data breaches. These obligations
are interconnected, creating a
comprehensive framework that
ensures personal data is handled
with care and respect. Whether
you are a small business or a
large corporation, understanding
and implementing these
obligations is crucial to your
success in the digital age.



FAQs on PDPA Obligations

What happens if an organisation fails to comply with the PDPA?

Non-compliance with the PDPA can lead to significant penalties, including fines, legal
action, and reputational damage. The severity of the consequences depends on the
nature and extent of the violation.

Can individuals withdraw their consent under the PDPA?

Yes, individuals have the right to withdraw their consent at any time. Upon receiving a
withdrawal request, the organisation must cease the collection, use, or disclosure of
the individual's personal data unless an exception applies.

How often should organisations review their data protection policies?

Organisations should review their data protection policies at least annually or more
frequently if there are significant changes in their data handling practices, the nature
of the data they process, or regulatory updates.

What should an organisation do if it experiences a data breach?

In the event of a data breach, the organisation should first contain the breach to
prevent further harm. It should then assess the impact, notify the PDPC and affected
individuals, and take steps to prevent future breaches.



FAQs on PDPA Obligations

Is it necessary to appoint a Data Protection Officer (DPO)?

Yes, appointing a DPO is a requirement under the PDPA. The DPO is responsible for
overseeing the organisation’s data protection strategy and ensuring compliance with
the PDPA. Making the contact details of a DPO public is also a requirement under the
PDPA.

Concerned with personal data protection for your organisation? Need assistance with the
appointment of a DPO? Chat with our business solutions team today at
cs_bizsolutions@pkf.com . Focus on business — leave the rest to us!
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